Abstract

The Role of the External Auditor in the Study and Evaluation of
Internal Control System in the Information Technology Environment
An Empirical Study on Accounting Firms in Jeddah Province

By : Sahar Saad Saad Al-Qahtani
University ID: 1200089

This study aims to examine the academic and professional qualifications
of external auditors, which adequately enable them to review and
evaluate the internal control systems in the Information Technology (IT)
environments. It also aims to explore the audit techniques and methods
used by external auditors to review and evaluate the internal control
systems in the IT environments and explore how IT environments differ
from the traditional environments. Furthermore, the study aims to
explore the most salient issues and challenges faced by the external
auditors during their review and evaluation of the internal control
systems in the IT environments.

To achieve these ends, the study employs the extrapolation approach in
the theoretical part, which reviews relevant literature on the subject. The
literature review includes the relevant arguments and practical aspects
that can be used as secondary data in the study. In the empirical part of
the study, the analytical descriptive approach has been employed to
analyze the primary data. A questionnaire has been designed to collect
the data. Questionnaires have been distributed to (43) registered audit
offices. Seventy (70) questionnaires were valid for analysis.

The study has reached several findings, for which most of the sample
members agree on the study hypotheses. The most significant findings
include: External auditors possess the required knowledge about the
capabilities of current audit software. They also recognize the viability of
their use. Moreover, most of the study sample think that the audit
techniques and tools used by external auditors in the IT environments are
different from the audit techniques and tools used in the traditional
settings. Regarding the techniques used by auditors, the study
participants indicated that the “Test Data Techniques” is the most
frequent technique followed by the “Integrated Test F acility” technique.
The empirical part of the study has found that lack of experience for
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employees running the Information Technology of the firms could lead
to maloperations or failures in data storage or retrieval. These problems
are the most salient challenges faced by external auditors in IT
environments.

In the light of the study findings, the researcher makes the following
recommendations. First, it is recommended to encourage and motivate
external auditors to acquire the essential knowledge and skills and to
obtain professional certifications such as the Certified Information
Systems Auditor (CISA). Second, it is recommended for external
auditors to use Computer-assisted audit techniques (CAATSs), which
enable them to effectively monitor computer software and applications.
Auditors should choose the most appropriate audit techniques that
demonstrate the adequacy and effectiveness of the organization’s
internal control system.

Third, it is recommended to provide continuous training to external
auditors, so that they keep up with developments in the field of
information technology and to be familiar with the new computer
assisted audit applications. That would assist them to overcome the
challenges they face and enable them to perform effectively and
efficiently in such fast-developing environments. Finally, the researcher
recommends conducting further studies by expanding the scope of
research to include views of other stakeholders.
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